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Abstract: The training of semantic models typically consumes a large amount of energy and time, which hinders the
implementation of semantic transmission on power Internet of things (IoT) terminals with limited resources. To reduce the
energy and time consumption at the terminal, a novel semantic communication architecture was proposed. Firstly, the data
to be transmitted was uploaded to a machine learning as a service (MLaaS) platform. Then, the semantic model training
was performed on the MLaaS platform, and the model parameters were sent back to the terminal. Finally, semantic reason-
ing was carried out through the terminal. However, this architecture faces the risk of the MLaaS platform leaking seman-
tic model parameters, leading to the potential eavesdropping of semantic information. Therefore, an anti-eavesdropping
method based on feature obfuscation was designed to address the security communication issue of the MLaaS platform
during the semantic inference phase. Experimental results show that the proposed method is effective against passive
eavesdroppers. The effectiveness of the proposed anti-eavesdropping method was demonstrated. Additionally, the compu-
tational overhead and latency of the data obfuscation module on terminals have been preliminarily verified, showing that
the method is feasible for practical application on resource-constrained power IoT terminals.
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